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Network Neutrality

Definition: Net Neutrality is the principle that the Internet should be kept
open and free from interference or restrictions from service providers.
That is, certain users or applications should not be favored over
another.




Network Neutrality
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Deep Packet Inspection

Definition: Firewall technology that combines IDS,
IPS, and Stateful Firewall.

Capabilities: Security + Advanced Packet Inspection
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Deep Packet Inspection

Traffic Management:
Optimizes network utilization.
Controls the flow of data by protocol.

Packets travelling across the internet
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Deep Packet Inspection

Content Filtering:

Manage and control content on the network in a
personalized, Per-User/Subscriber basis.
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Deep Packet Inspection

Interception:
Wiretapping




Deep Packet Inspection
Market Projections

U.S Gov't Market

standalone Deep Packet Inspection Market

to Grow to $1.5 Billion by 2013 U.S. Government DPI Market
$7.2 Billion over 2010- 2015

CAGR 36%
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Part 2: Nat'| Security and Spying

I National Security and Information Assurance
Policies

I Pre and Post 9/11 Era in Information security
and intelligence

I What do these agencies do?

I What's the big deal?



Short Clip — The NSA and AT&T
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Canada's National Security Policy

I provide foreign intelligence to the Government of
Canada according to Cabinet-approved priorities

I strengthen Canada's capacity for secure
communications

I protect its vital electronic information and
information systems

I "CSEC is forbidden, by law, to intercept domestic
communications. When intercepting communications
between a domestic and foreign source, the domestic
communications are destroyed or otherwise ignored...”



The NSA and SIGINT - Post 9/11

I Began to engage in unlawful surveillance under the Bush
administration; Warrant-less surveillance or Terrorist
Surveillance program

I SIGINT - Signals Intelligence

I FISA Court (Foreign Intelligence Surveillance Act)

o "Foreign Power; Agents of a foreign power"

o "knowingly engages in clandestine intelligence
gathering activities for or on behalf of a foreign
power, which activities involve or may involve a
violation of the criminal statutes of the United
States;"

I Domestic Traffic Interception
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Intercepting Communications at
AT&T Folsom Street Facility
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I, Mark Klein, declare under penalty of perjury that the following is true and correct:

1. I am submitting this Declaration in support of Plaintiffs” Motion for a

Preliminary Injunction. I have personal knowledge of the facts stated herein, unless stated

on information and belief, and if called upon to testify to those facts I could and would

competently do so.
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Today's Reality

I Other Splitter Cabinets at AT&T facillities
Many different provider hubs and IXC's
Drowning in Data
o Cray Super computers and beyond
I ECHELON
o AUSCANZUKUS
I TIA (Total Information Awareness)

I [ —
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